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Introduction

“Democratic backsliding today begins at the ballot box.” —Levitsky and Ziblatt

The inspiration for this thesis comes from the book How Democracies Die by political
scientists Steven Levitsky and Daniel Ziblatt. Written in 2018, Levitsky and Ziblatt argue that the
United States is experiencing democratic backsliding, which refers to a slow, long-term erosion
of democracy through the weakening of various political institutions and norms. The
implications of this political phenomenon extend to many parts of American government, and the
weakening of norms, including institutional forbearance and the mutual toleration of political
opponents, makes for more contentious and disharmonious politics.! Democratic backsliding
results in the internal erosion of democratic practices in various levels of politics and a
simultaneous shift toward authoritarian norms. Together, this can include attacking those who
share different political opinions, disregarding judicial decisions, and interfering in elections that
are meant to be free and fair. The latter consequence—election interference—is the focal point of
this thesis. As politics becomes more competitive, it is important to protect election
administration to ensure that American elections remain free and fair. Polarization in the
electorate and persistently hostile rhetoric between the two major parties have made elections
more contentious, increasing the perceived stakes of losing key political offices to both
politicians and partisans. Some of those consequences emerged during the 2020 presidential
election with unfounded electoral fraud claims and the January 6th insurrection. In a time when
threats to democracy have become normalized, it is important to assess whether the American
electoral system is equipped to face the dangers that could subvert the democratic process of any

election.

! Levitsky and Ziblatt, 2018



In their article called “The Miracle and Tragedy of the 2020 U.S. Election,” Persily and
Stewart argue that the 2020 election was both a miracle and a tragedy because election
administrators were barely able to pull off a successful election as they faced the unique
challenges of the COVID-19 pandemic as well as claims about electoral fraud; both cast severe
doubt among voters regarding the integrity of the electoral process.” This article illustrates the
fragility of American elections, especially as more people distrust how elections are
administered. Did the electoral system get lucky in 2020, and is it adequately prepared to face a
variety of threats that may purposefully accelerate democratic backsliding and the weakening of
democratic guardrails in the future? The answer to those questions remains to be seen, and these
concerns will become more important if more voters start to doubt election outcomes and
practices.

Time is of the essence to protect our electoral system. We have already seen attempts to
thwart our political system after the 2020 election and during the 2021 insurrection, so now is the
time to ensure that each state’s election administration system is ready to handle a variety of
threats that may interfere in the electoral process. Because states run their own elections, it is
imperative to assess whether they are each independently capable of protecting themselves
against a variety of attempts to interfere in their administration. As trust in elections wanes and
threats grow increasingly severe, this question must be answered quickly to identify weaknesses
and patterns in preparedness across all 50 states. In my senior thesis, I explore how current
election laws and general practices prepare the United States to resist threats to the electoral
process and democracy itself. Since the states have considerable autonomy in election
administration, I focus on how states are similar in their preparedness levels and which states are

the most and least prepared.

2 Persily and Stewart 11, 2021



Review of Threats and Relevant Literature

General Overview

Election administration can be disrupted by many intentional actions, or “threats.” These
threats range in scope and severity, from a few missing paper ballots to the assassination of a
candidate. Because the word “threat” is broad and can take on many meanings, the term will
have a specific definition in the context of this paper.

Threat: An intentional, human-made action taken to deliberately interfere with the process
of running free and fair democratic elections.

There are a few aspects of this definition that are important to focus on. First, the threat
must be done purposefully and originate from a human action. This means that events such as
natural disasters, power outages, and pandemics will not be considered in this paper. While such
emergencies have the potential to disrupt the way an election is carried out, threats must
deliberately attempt to alter the course of the process. This second part of the definition must be
highlighted. Threats are the intentional attempts to interfere with election administration. This
can include attempts to deceive voters about where to vote, intimidation of election officials, or
even widespread, baseless claims about voter fraud that could lead to delays in the certification
process. This specification means that factors including disinformation about a political
candidate and/or an assassination attempt will not be considered here because these actions are
not necessarily taken to directly interfere with an election being carried out. They have the power
to influence vote choice but will not subvert the process itself. These are important concepts to

keep in mind as the selected threats to future U.S. elections are discussed.



In this paper, the following threats will be considered:
1. Election officials refusing to certify election results
2. Disinformation about the electoral process (two categories: disinformation about election
administration/how the voting process is carried out and disinformation about election
fraud/“stolen elections”)
3. Voter intimidation
4. Intimidation of election officials and poll workers
5. Foreign interference that attempts to sway vote choice and count
6. Candidates refusing to concede elections
7. Cybersecurity and hacking concerns
These are not the only circumstances that would result in election interference, but they
are the most relevant to democratic backsliding and appear most often in the current discussion
on this subject. These threats clearly undermine elections from being considered free and fair,
and they are intentional actions whose perpetrators seek to interfere with how elections are
administered. There is also considerable overlap between certain, if not all, threats. For example,
foreign interference could involve another country distributing misleading information on social
media about the voter registration process. Each section of this review will focus on an
individual threat and its history in American elections.
Officials Refusing to Certify Elections
The idea of election officials refusing to certify election results might have seemed
unthinkable before 2020, but now it is a legitimate concern for future elections. Trust in the
electoral system is at a concerningly low point for Republicans and Republican-leaning

Americans. According to the Pew Research Center, only 11% of this group say that they trust the



federal government almost always or most of the time.* This disconnect has consequences at
many levels of American politics. Still, one of the more significant outcomes is that election
officials may choose not to certify election results due to their lack of faith in how elections are
run. Widespread concerns about election certification did not exist before 2020. The process was
seen as a ceremonial affirmation of the election results and was free of widespread controversy.
The politicization of this post-election ritual and the widespread doubts about election
administration have normalized concerns from election officials refusing to certify the results of
American elections. To understand what happened in the attempts to delay certification in 2020
and 2022, it is important to comprehend how the process works as a whole for national elections.
The certification procedure begins on Election Day, when election officials and poll
workers start to organize and count all electronically read votes.Vote totals include all votes cast
in person and all mailed ballots cast before, during, or after Election Day. Once this electronic
tabulation is completed, the first step of certification can begin. This period is known as the
“canvass” when local election officials verify all electronically read vote tallies and add ballots
that could not be included in the electronic count (including provisional ballots). The next step is
to “certify” the results by confirming that the review of the vote counts is finished and accurate
to the best of the officials’ ability. The certification process ends here for local races, but there
are a few additional steps for both state and national races. Local officials pass the results to
officials who then run an independent, statewide canvass, review the results from each local
jurisdiction, and formally certify the winners.* After this canvass, the certification procedure is

OVCr.
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An important concept to clarify is that it is not the role of election officials to investigate
voter fraud complaints or even to refuse to certify the results. Certification duty is meant to be
mostly ceremonial and straightforward, and there is a specific time frame within which the
process must be completed.” Challenges to the election results relating to fraud or similar
concerns are left to particular state-designated processes that will investigate, so the election
certification process is not meant to be a forum for looking into the validity of fraud claims.®
Many voters are unaware of this distinction, which can distort how Americans see the
certification process and the role of the election officials in charge of certification.

The trend of election officials refusing to certify election results has grown more common
during the 2020s despite these officials lacking the power to truly investigate voter fraud claims.
A well-known example of this occurred during the 2020 election in Wayne County, Mich. Two
Republican members of the Wayne County certification board decided not to certify the election
due to “unexplained discrepancies in precincts between the recorded number of persons who cast
ballots and the number of ballots counted.” This meant that the board was in a 2-2 deadlock and
could not certify the election results. These so-called discrepancies mostly amounted to three or
fewer votes, yet the officials were praised by the Michigan Chair of the Republican Party and
former President Trump. Later that evening, the two members who refused to certify the results
finally joined the Democratic members of the board to complete the certification.® This new
phenomenon continued during the 2022 midterm elections, as some local officials in New
Mexico, Nevada, Arizona, North Carolina, and Pennsylvania voted against certifying results.

While all results were eventually certified, the ability of local election officials to disrupt state

5 National Conference of State Legislatures, 2025
6 Miller Karalunas, 2024
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and national elections has concerning implications for the future of this procedure. Moreover, it
can inflame existing false claims about election fraud and election denialism because these
officials are seen as experts in administering elections.’ The consequences of certification
upheaval are not seen in each state just yet, but certification disruptions have been happening
more often. It also affects Americans in every state because it can amplify concerns about the
security of elections in the U.S.

In response to what happened in Wayne County, Mich., voters were able to amend their
state constitution to explicitly outline that election officials are obligated to certify election
results, and that this role is non-discretional.' More states should consider enacting similar
legislation to combat this threat to the electoral process and to implement legal consequences for
those who refuse to do their ministerial duty in certifying an election’s results.

Candidates Refusing to Concede Elections

The threat of candidates refusing to concede elections in the U.S. is another very recent
threat, and it appears to be a new political strategy for primarily the Republican Party. It is a
danger to election administration because it undermines public confidence in the electoral
process and can interfere with the peaceful transfer of power. As American partisan politics
becomes more contentious, cooperation between winning and losing candidates is essential to
preserve trust in elections and the political system more broadly.

Candidates refusing to concede elections is the most contested threat in this paper.
However, this phenomenon must be considered a threat to the American electoral system. Even
though refusing to concede has not changed an election outcome as of 2025 and the peaceful

transition of power has been protected throughout American history, breaking the norm of

® Bock Clark, 2023
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accepting election results can cultivate widespread distrust in the electoral system and contribute
to false narratives about stolen elections. If fewer people have faith in election administration,
election results become that much easier to discredit in the future. This threat could also disrupt
the certification process and potentially result in delays if a high-profile candidate refuses to
concede. As doing so becomes an increasingly popular political strategy to incite unrest over
elections, it is an important phenomenon to keep an eye on. One of the conditions for a politician
to be considered a loyal democrat—small “d,” as in, a politician who prioritizes maintaining
democracy—is that they must accept election outcomes even if they lose.!" If we want to protect
American democracy, we will see the refusal to concede as fundamentally dangerous to election
administration, and treat those who engage in this without sufficient evidence of fraud as
seditionists who are attempting to undermine democracy’s guardrails.

Donald Trump’s refusal to concede the 2020 election, followed by the subsequent
insurrection attempt by his loyalists on January 6th, 2021, is the most well known and serious
example of a candidate not accepting election results in American history. His refusal to concede
inspired widespread distrust of elections, the “Stop the Steal” campaign, and false voter fraud
claims. His campaign took it a step further with its legal strategy to overturn the election
outcome. They tried to reverse the result with recounts, lawsuits, and attempts to block
individual states’ certifications of election results in a strategy known as the “Kraken.” The
Kraken was unable to convince a single judge to rule in their favor because there was no
evidence of widespread fraud that fueled Biden’s victory.'? Another part of the Trump
campaign’s strategy was to pressure officials to prevent the certification. There were many

targets for this, including canvassing boards, election officials, Republican-controlled state

' Levitsky and Ziblatt, 2023
12 McDonald, 2022
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legislatures, and Congress. In general, they wanted to convince Republican decision-makers to
make decisions to overturn the results. Trump also focused on state officials and legislatures, and
tried to persuade some of them to reverse election outcomes by switching out the electors with
ones that might vote for him. He tried this in Arizona, Michigan, Pennsylvania, and Georgia
without success.'® His refusal to accept defeat led to his supporters believing that he was the true
winner of the election, despite no evidence for it at all; this lie is ongoing because Trump has still
not conceded the 2020 election.

The legal and political strategies that Trump pursued after refusing to concede was
harmful to American democracy itself. The events of January 6th escalated his refusal to concede
into a serious threat against the electoral system and endangered the entire political system. As
armed protesters infiltrated the United States Capitol, Trump and Guiliani made calls to see if
they could use the violence as an excuse to delay the count.'* Instead of immediately calling in
the National Guard to protect members of Congress, Trump still held onto his lie that he won the
election and tried to advance it further by using the insurrection to stop votes from being
counted. Never before has a refusal to concede gone this far in American politics.

The 2020 election illustrated the dangers of refusing to concede elections because of how
quickly it fired up a violent mob and threatened the lives of American politicians. Doing so is a
threat to elections because it is a direct threat to democracy. The unwritten rules of politics,
including publicly conceding to winning opponents, may seem trivial to some, since falsely
claiming a win is not inherently breaking the law. Even so, accepting a loss protects the
institutions that make the American government democratic.'”” Trump’s refusal to concede did

not stop Joe Biden from becoming president, but the violence and destruction of January 6th

13 ibid
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demonstrated the consequences of this lie. Unfortunately, he is not the only politician who has
refused to concede in recent years.

Refusing to concede elections has become more popular over the past 10 years. In 2017,
Alabama judge Roy Moore refused to concede the U.S Senate election in Alabama. He lost to
Democrat Doug Jones after facing sexual assault allegations during his campaign. In a video
released after his loss, he did not admit his defeat and he warned that “The heart and soul of our
country is at stake.”'® In 2019, Republican Governor Matt Bevin refused to concede the
Kentucky gubernatorial election to his opponent, Democrat Andy Beshear, even after 100% of
precincts reported the results.!” This trend is not entirely unique to Republicans. Democrat
Stacey Abrams refused to concede to Republican Brian Kemp during the 2018 Georgia
gubernatorial election because of Kemp’s alleged role in voter suppression.'® Even though she
acknowledged that Kemp was the winner and did not question the integrity of the election
results, she still violated a democratic norm by refusing to concede to her opponent, no matter
what the reason for doing so was.

The seriousness of this threat has gotten worse since Trump’s refusal to concede because
candidates who engage in this behavior have consistently been basing it on false voter fraud
claims, mirroring Trump’s big lie. In 2020, Republican candidate Loren Culp lost the
Washington gubernatorial race and promoted voter fraud claims with mail-in ballots as the
reason for his loss. He lost by more than 545,000 votes.'” One of the more notorious cases of this
in recent years is Kari Lake, the losing Republican candidate for Arizona governor in 2022 and

in the 2024 U.S. Senate election in Arizona. In 2022, she refused to concede to Democrat Katie

'S Holpuch, 2017
17 Schreiner, 2019
18 Hurt, 2020

1 Brunner, 2020



13

Hobbs and inaccurately claimed that significant voter disenfranchisement happened in Maricopa
County. Local election officials stated that all of the ballots in the county were counted and there
were no problems with long lines, countering Lake’s claims.?® A judge also rejected Lake’s
request to examine the signed ballot envelopes from early votes. She had two other losing
lawsuits that attempted to challenge the results of her election.?' In 2024, she lost to Democratic
Rep. Ruben Gallego. She made a video thanking her supporters but did not explicitly concede.
Her campaign also said it was “hard to believe” that she lost to Gallego.”? Another 2024 example
is Eric Hovde, who lost to Democratic incumbent Tammy Baldwin in the U.S. Senate race in
Wisconsin. A week after his loss, he posted a video that questioned Milwaukee’s results being
tallied at 4 a.m., despite this being a typical practice for national elections in Milwaukee.
Similarly to Abrams in 2018, Hovde acknowledged his loss but did not concede to his opponent
for two weeks after the election.”® ** Unfortunately, this trend is becoming more routine in
politics despite the harmful implications it has for American democracy.
Disinformation about the Electoral Process

Disinformation, which is false information that is intentionally used to deceive others,
can serve many purposes in politics. The spread of purposefully misleading “facts” about
political leaders, activities, or institutions can have severe consequences on public knowledge of
American politics. These repercussions certainly affect elections, and the scope of this threat is
substantial. To that end, this paper will look at a very specific type of disinformation, which is
disinformation about the electoral process itself. This may seem like a disregard for the impacts

of disinformation on vote choice or trust in elections, but this scope is justified when

2 Cooper, 2022
2! Tang, 2023

22 Marley, 2024
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reconsidering the definition of a “threat” in this paper. Misleading information about a politician
running for office does not interfere with the process of administering a free and fair election. It
can impact a voter’s opinion, but it will not make an election illegitimate or undemocratic.
However, disinformation about voting can be considered an example of undermining the
electoral process. If someone purposefully shared incorrect information about a particular polling
place closing early, they would be intentionally contributing to voter suppression and trying to
unfairly alter the result by tricking some voters into not casting a ballot. This fits into the
previously outlined definition of what constitutes a “threat.”

But what about the spread of unintentional disinformation? There is no such thing.
Disinformation is different from misinformation because misinformation is simply incorrect
information that is spread without the intention to mislead. Disinformation is deliberate and can
be considered to be a misstatement of information that is shared with intent.* If someone
unknowingly shares incorrect information about their state’s voter registration requirements, that
can be classified as an accidental spread of misinformation. If the same person was aware that
the information about registration requirements was incorrect, and then knowingly shared it
online to an audience full of people who lived in that state, that person would be disseminating
misinformation that could impact the electoral process.

Understanding the distinction between misinformation and disinformation is crucial in
order to grasp the scope and implications of this threat. The unintentional spreading of
misinformation still poses a significant issue to election administration, but it does not fit the
definition of a “threat” as described above. The deliberate nature of disinformation is precisely
why it will be focused on in this paper. The inspiration for this study of electoral threats came

from concerns about democratic backsliding in the U.S., so this paper is focused more on

2 American Psychological Association, 2022
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intentional threats rather than unintentional ones. So, while intentional misinformation about
elections is still extremely important, it will not be focused on in this work.

Disinformation about the electoral process can be split into two categories. The first
relates to some of the examples described earlier in this section. It concerns disinformation about
election administration itself and voting. This category focuses on any misleading information
about where voting takes place, what voters need to bring to the polling place, how polling
places are run, or any other information about the voting process and how it is carried out. The
main concern about this type of disinformation is that it will affect voters’ ability to cast their
ballot or create unnecessary uncertainty about how votes are counted. This category primarily
focuses on the spread of incorrect information about how elections are run. Therefore, it is
relatively easy to disprove. The second category of disinformation is more complicated because
it focuses on electoral fraud and “rigged” elections. While this category also leads to confusion
about election administration, it additionally casts doubt on the integrity of the electoral process.

Category I: Disinformation about Election Administration and Voting

Disinformation about elections and voting administration can happen through the use of
various strategies, and this issue can be used as evidence that Americans do not currently have a
comprehensive understanding of how elections are administered. Artificial intelligence (Al) and
social media are the most likely culprits for the spread of this kind of disinformation. Scammers
have been using digital tools to target potential voters to share and help spread incorrect
information about elections and voting. Some of these scams include fake links claiming to help
with voter registration, false claims about needing to pay to register to vote, and Al deepfakes.*®
Such malevolent forces are making it more difficult than ever to discern facts from false

information, and easier for disinformation campaigns to take hold. They have, and will continue,
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to impact Americans’ understanding of elections, especially future elections. The election
administration system is already complicated in the U.S. because each state has its own process,
and it is a decentralized system with many different rules. A typical American might vote and
generally follow election news but likely will not know much about voter registration or voter
identification requirements in other states.?’ So, it is easy to spread disinformation about the
complexities of the election administration process, because it is difficult for the average voter to
keep up with details about how elections are run. This poses an important yet tough question:
How can election administration disinformation be combatted if most people being targeted by
these campaigns lack a baseline understanding of how the process works? Encouraging voter
education is crucial because voters must understand how elections are run to recognize
disinformation attempts. Challenging the disinformation itself is also important and is becoming
more difficult. Social media companies, especially X (formerly Twitter), have not been
combating false information about elections as rigorously as these platforms did during the 2020
presidential election and before and after January 6th.?® This will make it more difficult to
disprove false information shared on these sites about voting and election administration, as well
as claims about election fraud and “rigged” elections, which presents a considerable challenge.

Category II: Disinformation about election/voter fraud and “stolen” elections

False voter and election fraud claims are nothing new in American politics, but they are
more widespread and have the potential to incite chaos during close elections. First and foremost,
voter fraud is a rare phenomenon and is not a concerning threat to election administration.*

“Voter fraud politics” refers to politicians who use voter fraud allegations as a scare tactic to

27 Jones, 2016
% Fung, 2024
» Minete, 2010
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convince the public that more restrictions on voting are needed for election administration.*® It is
a political tool used to stir up unrest instead of speaking to practical concerns that must be
imminently addressed. Such claims have been amplified in the 21st century and reached a new
level after the 2020 election. Before January 6th, 2021, it was unprecedented that widespread
claims of election fraud led to outright political violence in the U.S.*! Disinformation about
“stolen” elections is extremely inflammatory and can interfere with the process of safe and
secure elections if it leads to events like the January 6th insurrection.

There were a few cases of disinformation on social media during the 2020 election that
contributed to fraud concerns, including the “ballot dumping” incident in Sonoma County, Calif.
This was the widespread claim that thousands of mail-in ballots were found in a landfill
dumpster in Sonoma County in September 2020. It was originally spread by a conservative
influencer, Elijah Schaffer, who posted a photo of the alleged ballots in the dumpster, and the
rumor spread through retweets of Schaffer’s original tweet. Even though this alleged ballot
dumping was impossible because ballots had not been sent out in California and were not
supposed to be until October, Schaffer never admitted the claim was false and instead only
vaguely implied that his original information was incorrect. He did not try to correct any
misconceptions that an X user would have derived from that tweet, not even after it was
discovered that the photo in question was one of ballots that had been counted years prior for a
2018 election.* Because the post was left uncorrected by its creator, it only follows that many
people online who had seen it may not have understood that the photo was used out of context.

Another incident was “SharpieGate,” which was the allegation that the Sharpie pens

given to Arizona voters to fill out their ballots damaged them by bleeding through the paper. This
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disinformation campaign began on Election Day and escalated the day after. Users started using
the hashtag #SharpieGate to discuss the rumor, and then a viral video spread where two women
in Maricopa County claimed they saw ballots being discarded due to the Sharpie damage. The
day after Election Day, many Trump supporters picked up on the story and claimed fraud,
including First Son Eric Trump.** There were even protests outside of the Maricopa County
elections department demanding a revote, despite Arizona election officials repeatedly insisting
that there was no evidence of ballot damage.** So, despite the theory being disproved,
disinformation continued to spread, resulting in direct political action by misinformed citizens.

A third and final example of a disinformation campaign during the 2020 election was
about Dominion voter machines. In Antrim County, Mich., a vote reporting error incorrectly
tallied Biden as having a 3000 vote lead, despite the county’s conservative-leaning background.
This was a simple mistake by an election worker who did not properly update the software
provided by Dominion Voting Systems (DVS), causing incorrect numbers to display that were
different from the actual results. The error was corrected relatively quickly, but conspiracies soon
started to spread that this was a problem caused by the Dominion machines themselves. The
Allied Security Operations Group (ASOG) alleged that DV'S manipulated the results, but these
claims have since been disproved.** Nonetheless, it provided a foundation for disinformation
about the effectiveness and accuracy of Dominion machines. Trump himself contributed to these
rumors by tweeting that Dominion deleted millions of votes for him across the country, and the
only citation he provided was “data analysis.”*® DVS fought these allegations and ended up suing

Fox News in a $1.6 billion defamation lawsuit. The company’s legal team claimed that Fox
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News promoted inaccurate stories about electoral fraud that had significant negative
consequences for Dominion.”” The lawsuit resulted in a settlement, and Fox News agreed to pay
Dominion almost $800 million instead of going to trial in 2023.%® Similarly, another voting
machine company, Smartmatic, settled a lawsuit with Newsmax in a similar defamation over
fraud disinformation in 2024.% Despite evidence that these fraud claims were unfounded,
concerns about voting machines continued to be relevant in the 2024 presidential election. GOP
officials in Georgia attempted to file a lawsuit that would challenge the legality of using
Dominion voting machines in the state, and they wanted to make images of voting records and
ballots available for the public to see immediately after Election Day. Judge Scott McAfee
rejected the lawsuit, arguing that policymakers, not courts, should look into this issue.*
Disinformation about DVS remains relevant in discussions about American elections online, and
there appears to be no evidence that satisfies those who already believe the disinformation they
read online.

President Donald Trump’s role in spreading disinformation about fraud in 2020 must be
addressed in this discussion, starting with his attempts to discredit mail-in voting. Despite the
American electoral system handling the challenge of expanded mail-in voting extremely well in
2020 according to Persily and Stewart, Trump used this change to claim election fraud. He
encouraged supporters to be worried about historical levels of fraud leading up to the election
and then blamed mail-in ballots for his loss.*' His attack on mail-in ballots was his main “voter
fraud” grievance, despite Republicans comprising a significant portion of voters in past elections

who used mail-in ballots. However, the partisan patterns of mail-in voting flipped because
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Republicans were less likely to take COVID seriously due to Trump’s rhetoric, and many
Democrats chose to be more cautious. When that shift became clear, Trump turned on voting by
mail, claiming it would increase crime and fraud.* He said that voting by mail is “horrible” and
"corrupt” and that “they grab thousands of mail-in ballots and they dump it.” These claims were
backed by Fox News and got further traction on Twitter, as Republican elites, including the
Trump campaign’s Deputy Director of Communications and Florida U.S. House Representative
Matt Gaetz, went on Fox News to amplify fraud allegations in early April 2020. As state
governments tried to handle COVID-19 and expand their use of mail-in voting, more right-wing
disinformation began to circulate about these ballots in May. In late July, Trump tweeted, “With
Universal Mail-In Voting (not Absentee Voting, which is good), 2020 will be the most
INACCURATE & FRAUDULENT Election in history. It will be a great embarrassment to the
USA. Delay the Election until people can properly, securely and safely vote???”* He also
claimed that Democrats were planning on sending mail-in ballots to 80 million voters and
mailing them to people who did not want them during his first speech at the 2020 Republican
National Convention.** Additionally, despite making numerous claims that voter fraud was
rampant in mail-in voting, Trump had a third-party return his own election ballot through the
mail.** This disinformation campaign was spurred on and encouraged by President Trump,
contributing to widespread accusations of voter fraud through mail-in ballots, claims that are
simply not supported by the 2020 election data. As the president at the time, his words about
voting by mail had significant credibility for many Americans, and his endorsement of these

conspiracies made those claims more believable, despite the lack of evidence that they were true.
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In addition to conspiracy about mail-in ballots, President Trump also started the “Big
Lie” about election fraud and stolen elections. In April and May 2020, early election polls
showed Biden taking the lead. Around the same time, Trump launched disinformation campaigns
about election fraud, specifically stating that the only way he would lose the 2020 presidential
election was if the election was stolen. This is the idea behind what’s known as the “Big Lie,”
and such voter fraud allegations continued to be supported by Trump, both leading up to the
election and then through January 8, 2021 (which is when his Twitter account was suspended).*
Much of this rhetoric was related to mail-in ballots, but it took a turn after Election Day when he
refused to concede the election. He started using the language of ““stop the count,” which caused
Trump supporters in swing states to go to election offices and demand that they stop counting
ballots. This campaign quickly morphed into a movement called #StopTheSteal. Trump and his
campaign continued to support disinformation about burning ballots, claimed that there were
more votes cast than there were registered voters, and shared allegations of election machine
hacking.*” While political conspiracy theories have always existed, these false accusations of
election fraud likely would have been given less attention if Trump had not endorsed them
through his Twitter account or in public statements. His meritless refusal to concede the 2020
election is an example of a disinformation campaign that came to represent this particular
election cycle, and his spread of false information created widespread distrust in elections that
still exists today.

Disinformation did not play as significant of a role in the 2024 presidential election
outcome as it might have done. However, it still ran largely unchecked and unverified, especially

on the social media platform, X. Elon Musk bought the platform in 2022 to “help humanity and
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“protect free speech.”® However, he has created changes to the platform that have made it easier
for disinformation about elections to spread, and he has personally contributed to disinformation
campaigns about elections. He has spread misinformation about illegal immigration and election
fraud, fueled by a changed algorithm on X that promotes Musk’s posts to more people. The
warning labels that once flagged false information on Twitter have been replaced by “community
notes” on X, which are not as effective in combating disinformation.*’ This has made it much
harder for election officials to disprove false narratives about elections on X, primarily because it
is harder for them to get as much engagement on their posts, compared to Musk-promoted posts
that share disinformation to a much larger audience.” Election officials in battleground states
have even tried to contact Musk and try to put accurate information in front of him, to no avail.!
If voters continue to use X as a source of political news, then that presents a dangerous precedent
for future elections.’® While it did not interfere with the administration of the 2024 election or
contribute to fraud allegations after the election results came in, it remains a problem that must
be addressed in the next elections cycle.
Voter Intimidation

When the word “intimidation” is discussed in this paper, it refers to violent rhetoric or
physical threats that are used to coerce someone into changing the way they participate in the
electoral system. Voter intimidation can occur in many settings, including polling places and
drop box sites. This threat has the potential to incite political violence and prevent some voters
from casting a ballot out of fear for their personal safety. If voters choose not to participate in an

election out of worry for their physical and mental well-being, then that directly interferes with
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the end goal of a free and fair election. An election cannot be fair if certain voters are targeted
based on their race, gender, political preferences, or any other demographic. The legacies of
racial disenfranchisement and voter intimidation at the ballot box illustrates that these tactics are
successful in preventing certain groups of American citizens from casting their votes, in turn
diluting the voice of legitimate factions in the electorate. Widespread harassment or coercion
against voters contributes to election interference efforts, and it may cause serious consequences
for voting itself.

There is a significant history of voter intimidation throughout American history, and the
attempts to stop African Americans from voting tend to be the most well-known and widely
discussed. Black voters were given the right to vote with the Fifteenth Amendment and were able
to cast a ballot for a few years during the Reconstruction period. However, even before
Reconstruction came to an end in 1877, African American voters faced violent pushback,
especially in the South. Organizations such as the Ku Klux Klan targeted Black Americans who
attempted to vote, and the violence became widespread and difficult to control. Initially, the
federal government tried to hold these offenders accountable through acts including the
Enforcement Act of 1870, but many Republicans eventually lost the momentum to police this
unrest in the South.> In general, African Americans faced the inherent danger of violent
backlash if they attempted to vote until the passage of the Civil Rights Act of 1957, the Civil
Rights Act of 1965, and the Voting Rights Act of 1965. Together, these acts prohibited attempts
to intimidate or coerce voters.>* While this means that voter intimidation is illegal today, it is still
a legitimate threat in elections due to an increase in the number of threats being made toward

election administrators.

53 Keyssar, 2000
5% Friel et al., 2022



24

Concerns about voter intimidation proved admissible once again as election denialism
became more prevalent. In September 2020, a group of Trump supporters gathered at a polling
location in Fairfax County, Vir., and chanted “four more years” in front of the entrance. They
also formed a line that forced voters to walk around them to enter the polling place. While they
stayed 100 feet away from the building and did not directly block access to the building, voters
reported feeling “intimidated in a statement made by Gary Scott, the general registrar of Fairfax
County.” In Arizona during the 2022 midterms, there were more than a dozen complaints to the
Arizona secretary of state about observers camped out by drop boxes watching voters drop off
their ballots. They took photographs and videos of the voters as they turned in their ballots, and
some of them were armed. There were poll watchers in Mesa and Phoenix, and it was part of a
coordinated effort by election deniers across the country.’® Eventually, a federal judge ordered
armed members of Clean Elections USA, a group coordinating drop box monitoring, to stay at
least 250 feet from the drop boxes.”” During the primary elections for the 2024 presidential
election, someone installed a camera near a drop box in Plymouth Township, Mich., that would
flash when a person walked by the drop box.’® These efforts to surveil voters can be classified as
intimidation because the end goal is to make voters uncomfortable and potentially attempt to
influence vote choice. Other methods that have continued to grow in popularity are intimidation
tactics from poll watchers, political canvassers, and online trolls.*® As these efforts continue to
happen during recent election years, voter intimidation is a threat that should be taken seriously

by election administrators.
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Intimidation of Election Officials and Poll Workers

Intimidating poll workers and election officials can also disrupt the electoral process by
making it more difficult to administer safe and secure elections, both in terms of preventing
potential violence and recruiting more workers to run elections. To understand what kinds of
threats these officials and poll workers may face, it is important to know the various roles that
election officials take on. On the state level of election administration, most states have an
elected chief election official, and usually, this role is fulfilled by the secretary of state. Some
states allow the legislature, state board, or election commission to select the chief election
official. If a state does not have a chief election official, they may split the responsibility for
election administration between the secretary of state and an election commission. On the local
level, elections are usually run at the county level and by a single individual or an election
commission.® While elections are administered differently in every state, election officials and
poll workers are always on the front line of the electoral process. It is essential to the voting
process that these workers are protected from outside intimidation or coercion efforts. If they do
not feel safe working in their jobs and voters notice security problems, it will reduce both
enthusiasm to work in election administration and trust in the security of American elections.
Therefore, threats to both poll workers and election administrators on the local and state levels
must be studied and taken seriously to continue having properly run elections.

For poll workers, the most pressing threat is violence at polling places. As threats against
election officials surge, there is more concern about protecting poll workers and local election
administrators from harm. Some states have enacted legislation since 2020 to prohibit carrying a
gun at a polling place, and at least six states have proposed new policies in 2024 to enact this or

strengthen existing laws. Many of these acts have been created as a precaution as political
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violence has become more normalized.®' This legislation helps prevent potential violence at
polling places, and it also helps reduce some methods of voter intimidation. While voter
suppression attempts are more likely to occur than violent outbursts at the polls, being overly
vigilant will likely make poll workers and voters feel safer participating in the electoral process.
Threats to election officials have become increasingly grave. In September 2024, Deputy
Attorney General Lisa Monaco revealed that election officials have received unprecedented
threats on both the state and local levels. She also declared that the Department of Justice (DOJ)
was trying its best to identify those behind the threats to prosecute them.®? These threats often
occur online or over the phone, and they target election administrators on all levels. Colorado
Secretary of State Jena Griswold has reported receiving hundreds of threats on her life across her
social media accounts, email, and fringe social networks since the 2020 presidential election.®
Tina Barton, the former clerk for elections in Rochester Hills, Mich., received a profanity-laden
voicemail threatening her and her family’s lives a week after the 2020 election.® Lisa Deeley, a
local election chief in Philadelphia, received so many threats on social media that she had to be
accompanied by a security detail everywhere she went for weeks after the election.®® Thousands
of election officials have reported receiving similar threats since the 2020 election, and it has led
to the DOJ creating a task force in 2021 to try to protect election workers and offer support.*®
Despite this effort to take these threats more seriously and potentially prosecute those who do
(though more often than not, this does not happen because of First Amendment protections),

election administrators continue to face concerning levels of harassment and menacing threats.

61 Rodriguez et al., 2024
%2 Gibson et al., 2024

6 Zakrzewski, 2022

% Sullivan, 2024

8 Johnson et al., 2022

% Sullivan, 2024



27

This new phenomenon of widespread intimidation of election officials has had serious
consequences for election administration. According to a survey conducted by the Brennan
Center in early 2024, 38% of local election officials have experienced threats or harassment from
doing their jobs.®”” The Bipartisan Policy Center discovered that areas with more than 250,000
residents have higher percentages of local election officials reporting harassment and abuse
compared to less-populated districts. They also have found that there has been a 38% increase in
turnover from 2004 to 2022, illustrating a slow but upward trend.®® This pattern should not be
overlooked. This new phenomenon of widespread, violent threats is an added layer of stress for
election administrators. Local election officials now wearily carry out their duties with a new
fear for their personal safety as some administrations receive daily threats online or over the
phone.*” For example, the top election official in a swing county in Nevada decided to take a
stress leave of absence two months before the 2024 presidential election, and this county has
been constantly under scrutiny from conspiracy theorists since 2020.”° If election officials
continue to be put under this strain, the increasing turnover rates will not decrease and it will be
harder to recruit qualified professionals to take on these jobs. This will make it more difficult to
carry out the electoral process. It will also make it more vulnerable and easy to undermine.
Therefore, the well-being and safety of local election officials must be prioritized.

Foreign Interference

The United States is no stranger to both interfering in other countries' elections and

experiencing intrusions of its own. In this review, the term “foreign interference” will refer to

intentional acts made by another country to infiltrate the American election process in a way that
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could impact vote choice or thwart election administration. This is a threat that has been mostly
dismissed for most of American history, despite the U.S. contributing to many election
interference attempts in other countries, especially during the Cold War.”! American presidents
intervened in other states’ elections without fear because they believed that no one would be able
to target the U.S.s in a similar operation. This attitude and feeling of security all changed in 2016
when Russia launched a strong anti-Hillary Clinton movement that would change the way voters
saw their candidates and, more importantly, the integrity of the electoral system. This section
will discuss the history of foreign actors attempting to intervene in American elections, with a
special focus on Russia. It will also focus on the 2024 presidential election cycle.

Pre-2000s Examples of Foreign Interference in American Elections

There is no substantial history of foreign election interference in the U.S.before the Cold
War, so there are only two notable events to mention. The first took place during the 1796
election when France attempted to thwart the re-election campaign of George Washington. When
Washington chose not to run again, they attempted to sabotage the campaign of John Adams
through overt intervention. A decree was sent by Pierre Adet, the French ambassador to the U.S.,
which removed the neutral status that American ships were given during the Napoleonic Wars.
This was aimed to restrict American trade. Their efforts to prevent Adams from becoming
president were unsuccessful, as Adams won the election. The second event occurred during the
1940 election, and it was an effort by the Nazis, who aimed to stop Franklin Roosevelt from
winning a third term. Hitler was concerned that Roosevelt would bring the U.S. into World War
II, so the Nazis started a secret operation inside the U.S. against Roosevelt. They bribed an
American newspaper to publish a 1939 memorandum featuring American and Polish government

officials that depicted Roosevelt as a “war-monger” five days before the election. This became a
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front-page story, and it countered Roosevelt’s promise that he would avoid war if possible.

However, Roosevelt won his re-election, so the attempt was unsuccessful.”

These attempts may
seem insignificant in their impacts on election outcomes, but that is exactly why they must be
included in the larger history of foreign election interference. Because the intervening states’
efforts did not achieve their desired outcomes, American officials in Obama’s administration
were not prepared to face the effectiveness of foreign interference in 2016. This is important to
keep in mind alongside the Soviet Union’s attempts to sway election results.

The Soviet Union worked to interfere in American elections from 1960 to 1984, albeit
unsuccessfully, for the most part. As described by historian David Shimer, these efforts were the
most apparent in 1960, 1968, 1976, and 1984.7 In 1960, Soviet leader Nikita Khrushchev
wanted Nixon to lose the election so he reached out to Adlai Stevenson, the Democratic nominee
for president in 1952 and 1956. Stevenson had said he would not run again, but Khrushchev
wanted to change his mind. He sent Moscow’s ambassador to the U.S. to meet with Stevenson,
and the ambassador gave Stevenson a letter that offered assistance from the Soviet Union to win
the presidency. Stevenson refused and explicitly stated that he did not want to participate in
foreign interference attempts.” In 1968, the Soviet Union wanted to undermine Nixon again,
despite Khrushchev no longer being in power. Similarly to 1960, Andrei Gromyko, the Soviet
foreign minister, told Anatoly Dobrynin, the Soviet ambassador to the U.S., to help Democratic
Party nominee Hubert Humphrey with whatever he needed. Once Humphrey caught onto this, he

firmly declined the offer.”” While Nixon prevailed in 1968 and won the presidential election, it

was not due to Soviet election interference efforts because Humphrey was not interested in
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receiving foreign assistance. In 1976, the KGB was unsupportive of both Democratic and
Republican candidates. They became afraid of Ronald Reagan during the Republican primary
because he was very anti-Soviet, so Soviet officials were wary of him. Despite this, there is no
evidence they did anything to thwart his electoral prospects. Soviet officials were more proactive
with Henry “Scoop” Jackson, a Democratic senator from Washington who was known for being
outspoken against the Soviet Union. KGB officers noted that he kept his personal life private,
and investigated his sex life hoping that they would find that he was homosexual. They also
searched all matters of his personal life in pursuit of information to blackmail him with.”® The
officers found no evidence that Jackson was gay, so they created the evidence themselves with a
forged FBI document from 1940 that claimed that Jackson was homosexual. They sent it to the
Chicago Tribute, the Los Angeles Times, and Jimmy Carter’s campaign headquarters. However,
this did not get much traction from the newspapers, and Jackson later dropped out for other
reasons.”” In 1984, Soviet officials targeted Reagan with a letter-writing campaign that ultimately
was not successful, especially because the U.S. government caught on.”® Shimer argues that these
attempts were not particularly successful because the Soviet Union had to rely on third-party
actors, such as the media and politicians, to allow their interference efforts to be successful.”
This was no longer the case leading up to the 2016 presidential election, primarily because of the
creation of social media networks.

2016 Foreign Interference

Russia intervened in the 2016 American presidential election through three main

methods. The first was through hacking DNC emails and distributing them by posting them
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online or sending them to WikiLeaks.* There were also successful attempts to breach the voter
registration system in several states. These first two methods will be discussed further in detail in
the section on cybersecurity and hacking. The third method was widespread social media
propaganda to which many social media users were exposed. These influence campaigns and
their impact on vote choice is the focus of this section’s discussion of 2016 interference. Its
impacts on vote choice and trust in elections cannot be understated. The Obama administration,
especially U.S. Secretary of Homeland Security Jeh Johnson, was terrified of widespread
Russian hacks on Election Day after Russia’s successful email hacks. However, nothing
happened. There were no cyberattacks, no stolen files, and no evidence of attempts to change the
vote count. However, the Obama administration’s focus on Russia possibly trying to affect the
election results through changing actual votes distracted from Russia’s disinformation campaign
that infiltrated popular social media sites.®! They did not realize the threat of Russian propaganda
on social media until the election was over, and by then it was too late to correct.

Russia’s plan to influence public opinion about Democratic nominee Hillary Clinton and
general feelings about election integrity was implemented on a wide scale and was extremely
successful in targeting millions of Americans. Russian President Vladimir Putin and his
influence operations started focusing on the Republican Party during Obama’s presidency. Both
Putin and the Republicans despised then-Secretary of State Hillary Clinton. Putin disliked her
because she criticized him for his attempts to dictate Ukrainian politics, and the Republicans saw
her as a political threat who could succeed Obama. Many Republicans who would work on
Trump’s presidential campaign, including Paul Manifort, Roger Stone, and Michael Flynn, were

given compromising materials on Clinton by Russia and assisted with spreading that
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information. Putin also created a network of hackers and internet trolls to cause chaos for
Clinton’s campaign efforts on social media. This group was called the Internet Research Agency
(IRA).** Millions of people unknowingly saw Russian propaganda that was depicted as news
about Clinton during her 2016 presidential campaign. Russians behind this disinformation often
posed as American users so Americans would not realize the information was coming from
foreign actors. They made the accounts and posts seem like they belonged to actual Americans
and engaged people with normal posts and ads. Members of the IRA tracked which elements of
the content engaged viewers and collected detailed reports to continue their work. They used
advertisements to reach specific kinds of voters and targeted voters by location. They also
encouraged divisions between different races and religions, especially African Americans and
Jewish Americans.® This micro-targeting of specific groups in the American electorate further
exacerbated racial tensions, and one of the ways Russia tried to influence the outcome of the
2016 election was by inflaming these historical divisions.** Above all, they weaponized fear and
fed into conspiracy theories, including the idea that Clinton and Obama wanted to steal the 2016
election.® They sowed doubts, encouraged conspiracy theories, and empowered divisions within
the electorate to achieve a tense political environment contributing to questions about election
integrity and the security of American elections. These factors would have made it perfect for
Trump to challenge his defeat and create chaos in the American political system.

This Russian disinformation campaign was likely operating on the assumption that
Clinton would win the presidency and Trump would use the conspiracies spread by the Russians

to cast doubt on the election results. However, as we all know, that did not happen. Trump was
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able to clinch an electoral victory through very tight margins in a handful of battleground states,
to the surprise of many Americans. After this unexpected victory, the Russians stopped the
disinformation about voter fraud since their preferred candidate had won. Despite avoiding
widespread public disorder about election integrity, this outcome still had consequences for the
electoral system. Trump was aware that Russia was helping him as the election drew closer and
formed a friendly relationship with Putin once he became president. Alarmingly, he displayed a
lack of concern about election integrity and did not personally take steps to make elections more
secure in the U.S.* So, there were no real repercussions for Russia from Trump that would
prevent this outcome from happening again.

Despite Trump not taking action directly against Russia, the American national
government did intervene and try to punish Russia for its role in interference. In December 2016,
the Obama administration announced sanctions on Russia, specifically Russia’s military
intelligence agency, the GRU, and removed 35 suspected Russian intelligence operatives from
the U.S.*” In 2018, the U.S. Department of the Treasury’s Office of Foreign Assets Control
(OFAC) used the Countering America’s Adversaries Through Sanctions Act (CAATSA) and
Executive Order (E.O.) 13694 to create sanctions against the IRA for its cyber interference.®®
These sanctions targeted 24 entities and individuals for their role in attempting to interfere in the
2016 election and the cyber attacks they were behind, including the GRU.* The Senate also
investigated Russia’s role in the cyber attacks. The Senate Intelligence Committee released a
report in 2018 that discovered that African Americans were specifically targeted by Russia’s

disinformation campaign in an attempt to suppress turnout among Democratic voters.” Another
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report by the same committee in 2020 affirmed that the initial assessment of Russian interference
in the January 2017 U.S. intelligence assessment was indeed correct and nonpartisan.”’ Russia’s
interference attempts did not go unnoticed by the American national government, but the
punishments against Russia might have been more effective if Trump endorsed them instead of
showing support for Putin and Russia.”? It also might have discouraged Russia from trying to
interfere similarly during the 2020 presidential election if he was more willing to take action.

2020 Foreign Interference

Foreign attempts to interfere in the 2020 presidential election were less impactful than in
2016, but they came from a larger number of states. Russia, China, and Iran all aspired to
contribute to existing political chaos in 2020, and Russia was behind the most serious attempts to
interfere in the election.” ** Unlike 2016 interference attempts, none of these states attempted to
interfere with any technical component of the voting process itself. Instead, they further focused
on the spread of false information that aimed to change Americans’ perceptions of the two
candidates. Russian state-owned media outlets, such as RT and Sputnik News, promoted Trump
and Senator Bernie Sanders and their campaigns. They supported Sanders because they thought
he was more interested in foreign isolation compared to other anti-Trump candidates, they
wanted to split Democratic support, and because Sanders is a left-wing populist. These media
sources bashed other Democratic candidates running against Trump, and they published stories
that questioned the validity of the election results coming out of the primaries, especially the
Iowa Caucus’ app glitch. Kremlin media spread information about the violence during the Black

Lives Matter movement to try to play off the divisions that took over American political thought.
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Russia also contributed to questions about the validity of the 2020 election results and published
stories about illegal votes and glitches.” After the election, the Office of National Intelligence
assessed that Putin and other Russian government organizations tried to conduct influence
operations to negatively impact Biden and the Democrats while supporting Trump. This was
done through undermining public trust in elections and attempting to heighten existing
socio-political divisions. They did not try to hack into election infrastructure, unlike in 2016.%
Many of these attempts to sow doubt in the electoral process were done on Twitter (now X)
through the use of “trolls” (fake accounts spreading hyperpartisan ideas) and “superconnectors”
(highly connected accounts that aimed to spread information quickly).”” Russia intended to create
chaos on online networks to undermine overall confidence in American democracy, just like they
did in 2016.

Iran’s state-owned PressTV promoted negative coverage of Trump and criticized Trump’s
foreign policy stances from his first term. It also criticized Biden as part of the “corrupt”
Democratic Party. Through their rebuke of the Democratic Party, they also portrayed Sanders as
a victim of Democratic Party leadership.”® The Office of National Intelligence also found that
Iran tried to launch its own influence campaign to hurt Trump’s campaign by undermining
confidence in elections and institutions and creating divisions within the electorate. However,
they did not directly promote Trump’s rivals. The Office of National Intelligence also suggested
that Supreme Leader Li Khamenei likely authorized Iran’s influence campaign and Iran
increased cyber influence efforts against the U.S. from previous elections.”” Additionally, they

tried to infiltrate voting information and registration systems for 11 states, and they were
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successful in one state.'® While Iran did not have an interference plan as coordinated as the
Russians’ plan, it cannot be considered insignificant.

The U.S. government was much more prepared to handle foreign interference in 2020
than it was in 2016. The U.S. Cyber Command used a more proactive and aggressive strategy in
the weeks leading up to Election Day, and attacks on election infrastructure never happened.'*"-'??
The Office of the Director of National Intelligence (ODNI) also issued a warning about potential
election-related operations, specifically with China, Iran, and Russia in July 2020. Additionally,
there were some warnings identifying Russia as the most dangerous adversary, with then-FBI
Director Christopher Wray publicly stating in September 2020 that they had seen attempts by the
Russians to influence the election by promoting information attacking Biden. The U.S.
government also issued sanctions against Russian and Iranian actors involved in interference.
One sanction was applied to Ukrainian Parliament member Andrii Derkach, who had been
working with the Russians to spread disinformation about American politicians, and another was
applied to Iranian government-linked entities who sent emails to voters in Alaska and Florida
claiming to be the Proud Boys.!” Cyber Command and Microsoft also worked together to
combat TrickBot, a Russian network of computers that had the potential to put ransomware in
election systems. Cyber Command was able to free many of the hijacked computers from
TrickBot’s control.'™ In general, social media companies were much more willing to report cases
of disinformation and publicized their efforts to prevent foreign influence from spreading.'” So,

the government was much more prepared and proactive in dealing with foreign interference in
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the 2020 election, and foreign actors were not as successful in influencing perceptions about
American politicians in 2020 as they had been in 2016.

2024 Foreign Interference

In 2024, foreign interference attempts were similar to 2020. China, Iran, and Russia all
contributed to the spread of disinformation across social media sites leading up to the election.
However, the disinformation threat was worse because the tactics used were more sophisticated
and Al has made it much easier to spread it. Russia continued to spread disinformation to support
Trump, and Iran used it to support Kamala Harris.'% In particular, Iran created fake news
websites to spread information and target conservative voters in Georgia and Arab Americans in
Michigan, demonstrating a deep understanding of the groups that Harris needed to win over.'"’
The use of Al has made it much easier for foreign states to distribute disinformation. For
example, China spread audio, members, and voter polls that were manipulated by Al, including a
deepfake video showing a Republican congressman from Virginia that incorrectly depicted the
politician canvassing for a Taiwanese presidential candidate.'”® Russia also targeted American
swing states during the election by creating false content to sway voters toward Trump. They did
not hack anything, but they continued to target Americans by creating content that appeared to
come from authentic Americans.'” U.S. intelligence agencies also discovered that Russian actors
spread content trying to promote false narratives about election fraud.'"® Russia was responsible
for a number of manipulative videos that spread across social media leading up to the election,
including a false depiction of ballots being destroyed in Pennsylvania and false allegations

showing noncitizens voting in large numbers at polls in Georgia.''' In response to Russia’s
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widespread campaign to promote disinformation online, the U.S. sanctioned Russian state media
and announced plans to try and make these attempts less impactful for the election.''? A final
takeaway about 2024 foreign disinformation is that it is becoming harder to identify
disinformation because social media companies either have no policies in place to correct
disinformation or have relaxed them since 2020.'"* Foreign disinformation did not contribute to
any issues with carrying out the 2024 election, but its advanced tactics and use of artificial
intelligence illustrate potential problems for future elections because these methods are
becoming extremely difficult to detect and correct.

One of the most concerning parts of 2024 foreign interference happened on Election Day.
Hoax bomb threats were sent by Russian email addresses to polling places in several states.'
These emails targeted polling places in Georgia, Pennsylvania, Michigan, Wisconsin, and the
Navajo Nation in Arizona.'”® In some areas, these threats delayed voting and the counting of the
ballots.''® While this type of foreign interference did not cause a major disruption, that does not
mean it will not be able to in the future. This attempt to create chaos on Election Day could have
had serious consequences for election administration if election officials were not prepared to
handle it. It is important to ensure that they continue to be ready to defend the electoral system
against similar threats in the future.

Cybersecurity and Hacking Concerns

Maintaining cybersecurity and defending electoral administration from hackers is a new

threat to the American electoral system, but it is one of the most important to consider. The main

concerns include the hacking of voting machines and the hacking of voter registration systems.
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The 2016 presidential election highlighted the growing importance of cybersecurity and
defense against hacking attempts in American elections. In mid-June 2016, it was discovered that
two Russian hacking groups, sponsored by the Russian state, had hacked into the DNC’s network
as well as an anonymous entity called Guccifer 2.0 to upload stolen DNC documents online. Just
before the 2016 Democratic National Convention, the GRU sent stolen DNC information to
WikiLeaks, which began posting DNC emails online. This became a major story in American
media because it highlighted a bias within Democratic Party leaders that favored Clinton getting
the nomination over Sanders.''” The GRU was also behind successful hacks into the voter
registration bases for Arizona and Illinois, and they were able to access records for millions of
voters with their personal information, including Social Security numbers. They did not
manipulate voter data, but they showed that they could.!"® Obama officials knew that Russia
would not be able to alter enough voters to swing the election, despite some state voter
registration lists being insecure, but they could do enough damage that people would question
whether the election was valid.""® Additionally, Russia targeted the election systems in all 50
states, hinting at the United States’ vulnerability to handle cyberattacks in future elections.!'*
This posed a serious issue for election administration and started a more important conversation
about vulnerabilities in the electoral system. Concerns about voting machines and voter
registration systems have been the most prominent election cybersecurity issues in recent years.

After Russia’s 2016 attacks, concerns about the security of voter registration systems
were warranted. However, research from the Center for Election Innovation & Research (CEIR)

has concluded that voter registration databases, or VRDBs, have become much more secure
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since then. They have been surveying states about VRDBs every few years and released reports
in 2018, 2020, and 2022.'*! Their 2018 report concluded that while some aspects of VRDB
security had improved, like the implementation of regular audit systems and database backups,
there was still significant work to be done. They also noted that states showed a real commitment
to cybersecurity and were taking the steps needed to prevent the 2016 cyber attacks from
happening again.'*? In the 2020 report, CEIR found that more of the surveyed states were using
multi-factor authentication to make sure only authorized users were able to access these
databases, which they wanted to see more of in the future. They also argued that VRDB security
had gotten better since the previous report, especially because cyber threat detection had gotten
better. They recommended that states regularly back up their VRDBs and test backups
frequently.'® The 2022 report detailed more of the same, and it demonstrated that states have
maintained the improvements that they have implemented since 2020 to protect VRDBs. More
progress was made with multi-factor authentication, and states were even better at detecting
potential cyberattacks. Overall, they concluded that there is still room for improvement, but that
they felt confident in VRDB security measures across the U.S.'** While there are still
improvements that can be made to protect American voter registration systems, it is in a much
better place than it was in 2016, and states are much more prepared to fend off cyberattacks on
VRDBs from both foreign and domestic aggressors.

To fully comprehend the concern about voting machines being vulnerable to hacking, it is
important to have a basic understanding of the modern history of voting machines. The two most

popular systems that are used today are direct recording electronic devices (DREs) and optical

12! Securing Voter Registration Databases: 2024 Survey Preliminary Results, 2024
122 Becker et al., 2018

123 Becker et al., 2020

124 Qullivan et al., 2023



41

scanners. DREs were created in the 1970s and as screen technologies were made more common,

there was a shift into making them fully digital with no paper trail.'**

Voters simply tap the
screen to make their selection.'”® As this technology was adopted by many voting districts, there
was more resistance to its implementation. Opponents argued that it would be difficult to tell if
the machines were tampered with and that they could be more error-prone than other systems.'?’
To address this, many DREs now have a Voter Verified Paper Audit Trail (VVPAT), which can
be used to confirm a voter’s selections and provide a paper trail to help verify results.'*® Optical
scanners are machines that take physical ballots and tabulate the results. They accept two kinds
of ballots. One version has ovals that a voter can fill in to mark their choice, and the other
version has a discontinuous arrow that a voter completes.'* This form of voting leaves a paper
trail because voters fill out a physical ballot that they feed to the machine. These two types of
voting technologies are the most popular machines used in polling places today, but there are
significant questions about their security in present-day elections.

The 2000 election was a turning point in the voter machine history, and punch cards
caused problems and widespread controversy. Because Florida was the state that was going to
determine the outcome of the election, it received significant attention for its confusing ballot
design and issues with punch card ballots. This ballot had two columns for candidates with a
middle column of squares that needed to be punched through. The punched-through square that
lined up with a candidate’s name was called a “chad.” This proved to be a problem for election

workers because some chads were not punched all the way through, and these chads were called

“hanging chads.” Election workers then had to guess who the voter wanted to choose because it
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was unclear whether they wanted the candidate corresponding to the hanging chad or whether
marking the hanging chad candidate was an accident.'* While this was one of the many
controversies surrounding the 2020 election, it changed the way many people saw punch cards
and made their use more controversial.

The Help America Vote Act of 2002 (HAVA) created new standards for voting machines.
First, it created the U.S. Election Administration Commission (EAC), which creates voting
system standards and guidelines. It also gave states funding to replace punch card machines with
DRE:s or optical scanners."*' HAVA promised states $3.9 billion to help buy this new equipment
and to run elections on a few conditions, including not spending the money on punch card or
lever machines."*> However, the implementation of this act led to further problems for election
security, specifically with DREs. The main problems with DREs today are outdated machines
and malware concerns combined with some machines still lacking a paper trail.

Outdated voting machines can pose a significant risk to the American voting system.
Today’s machines are not meant to last for numerous election cycles, and they tend to work for
10 to 20 years, likely closer to 10.'* This means they need to be replaced and updated relatively
frequently. If new machines are not purchased, there will be potential problems with system
failures and crashes which can lead to votes being lost, potential hacking, and a loss in public
confidence. Additionally, election officials might not have the resources available to buy new
and expensive voting machines, which makes the issue even more alarming."** Outdated voting
systems remain an issue today, but there has been significant progress towards replacing old

systems. In 2022, 24 states still had machines that were over ten years old as their main voting
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equipment.'*®

This poses a significant risk to vote counting and storage and should be taken
seriously. The consequences of this predicament only grow more dire as public confidence in
election integrity decreases.

A concern about DREs that is more directly connected with cybersecurity is the threat of
malware hacking on these voting machines. In 2007, studies that California and Ohio sponsored
found evidence that DREs had security flaws and that it was possible for malware to be installed
on them that could potentially record votes incorrectly or miscount them.'*® This potential for
hacking remains a pressing concern today, and multiple computer scientists have warned of the
dangers of electronic voting machines. David A. Eckhardt, a professor of computer science at
Carnegie Mellon University, was asked to examine the voting systems used in Venango County,
Pa. There had been issues with these machines flipping votes to other candidates, which was a
significant issue because these machines had no backup paper trail. While Eckhardt determined
that the issue was a simple glitch, they discovered that remote-access software had been installed
on the voting machines. This software is typically used to control computers remotely or over an
internal network, so this was alarming to discover on voting machines because they are meant to
be fully disconnected from the internet and from other machines that are online. While the
software was not being used by a hacker and by an “authorized county contractor,” it still raises
questions for election security.'*” Installing this remote access software and modems on voting
systems that carry out the voting process is an important security issue. While these machines

transmit results to county election offices using modems and phone lines, not the Internet, it can

still be a security risk because cellular modems use radio signals to send data to routers that
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belong to mobile carriers, and these routers are connected to the Internet.'*® This means that
hackers could potentially intercept results or hack into voting machines and install malware or
alter results. Election officials and the EAC often defend DREs and optical scanners by saying
that they are hack-proof because they are not connected to the Internet, but this is simply untrue.
Experts in computer science and cybersecurity remain worried about voter machine hacking,
despite elections officials dismissing these concerns.

At the University of Michigan, computer scientist J. Alex Halderman ran a mock election
asking students to choose between the University of Michigan and its arch-rival The Ohio State
University using a DRE. When the results showed an Ohio State victory, he revealed to students
that he was able to install malware on the voting machine through elementary coding
techniques.'** He used this simulation to advocate for paper ballots or paper trails for all DREs so
audits could be run. This reasoning is why VVPATs were implemented in more DREs. However,
VVPATs could still be compromised because the printer could malfunction and VVPATs are
difficult to audit because the paper is easily damaged.'* It is not a completely reliable way to
audit results, which is why shifting back to paper ballots is the safest way to handle cybersecurity
concerns with voting machines. DREs without paper trails should be discontinued immediately
and all DREs should have a way to run post-election audits to verify results.

Risk-limiting audits are the best way to verify election results that come from voting
machines, and they require voting machines with paper trails. These audits have gained more
traction as election security becomes more important.'*' Risk-limiting audits are incremental and

are meant to give statistical confidence that election results are correct. This means that if the
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margin of an election is wide, not as many ballots will be reviewed. If it is more narrow, more
ballots will be looked over.'* Most states do not have risk-limiting audits in place, but they are
an efficient way to review election results and provide more confidence in results. Because
hacking and cybersecurity concerns have become a pressing issue, implementing cost and time
efficient audit systems is a great way to restore confidence in election results. This is why DREs
without paper trails must continue to be phased out and replaced by DREs with VVPATSs. Voting
machines that polling places use must be kept up to date with risks to election security, or else

problems with hacking and cybersecurity will become even more amplified.
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Methodology

To evaluate U.S. states’ preparedness to face the threats covered in the literature review, a
sample of 12 states was selected and investigated thoroughly, divided into three groups:
Republican-leaning states, Democratic-leaning states, and swing states. Within each partisan
group of states, there was also a consideration of regional diversity, size diversity, and the
strength of the state’s partisan label. In other words, I wanted each group to include states from
different parts of the country, states of differing sizes, and states that vary in the robustness of
their partisan leaning. To determine swing states, I selected four out of the seven swing states in
the 2024 presidential election. I also focused on regional diversity in this grouping, since there
were not many options for swing states. For Democratic-leaning and Republican-leaning states, I
used the Cook Partisan Voting Index, choosing states that shared the same partisan leaning but
are different in region, size, and how partisan they were according to the PVL.'* Keeping such
criteria in mind, the following table depicts the 12 chosen states within their partisan groups that

were studied for this analysis.

RED STATES BLUE STATES SWING STATES
Montana California Arizona
Tennessee Maryland North Carolina
Texas Minnesota Pennsylvania
West Virginia Vermont Wisconsin

General Procedure for Preparedness Evaluations
Each state was researched and evaluated based on how prepared it was to face each of the

threats outlined in this thesis. The first step in this process was to identify indicators that assessed
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how prepared states were to respond to each threat. Each threat had at least two indicators. The
next step was to combine all indicator scores to produce a composite “threat grade.” Each state
received one threat grade for every threat. Finally, I ran K-Means clustering on the threat grades,
and states were placed into “preparedness groups” by the algorithm. The results from this test
were graphed onto a map of the U.S. to easily visualize the state groupings.

A crucial distinction should be made here before continuing with the results of this
methodology. When I started researching the indicators, I wondered if each state had the power
to fully defend itself against all of the cited threats. In other words, is it reasonable to expect that
state action (paired with federal assistance) is fully effective in preventing those threats from
happening? The answer to this question is no for most of the threats I have discussed in this
paper. Since states cannot be fully defensible against all threats outlined here, it reasonably
follows that this analysis should be a comparative analysis. This means that the preparedness
groupings are relative, and they focus on realistic ways that a state can improve its response to
these threats, and how states score compared to other states. This is why K-Means is an effective
method to group the states. This clustering method is comparative since it places states in
clusters based on how their scores compare to other states’ threat scores.

My focus on comparative rankings is why I also decided to exclude two threats from this
analysis. While candidates refusing to concede and disinformation about election fraud are two
very important threats to election administration, states can do relatively little to police or
prevent these threats. In regards to candidates refusing to concede, one could argue that courts
can throw out frivolous lawsuits and sanction the lawyers, but that does not always punish the
candidates themselves, the ones who are most responsible for this threat. Most of the damage

from refusing to concede occurs from voters questioning the validity of election results and
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distrusting election administration, which is not remedied by punishing frivolous lawsuits. So, I
decided to exclude this threat from my comparative analysis. I also removed disinformation
about election fraud (category two of disinformation) because there is little that can be done
about this due to free speech concerns. So, the threats that will be included in this procedure are
election officials refusing to certify results, voter intimidation, election official intimidation,
disinformation about the voting process or the way elections are run, foreign interference, and
hacking.

I also want to define two important terms before moving on to the results. When I refer to
indicators, I am referencing the list of criteria that a state has to meet to receive a good grade on
a threat. Each criterion is one indicator, and indicators will determine the overall threat grade that
a state receives for a certain threat. The term “threat grade” refers to the general score that a state
receives for a certain threat. Higher scores indicate that a state is doing a good job in defending

itself against the threat.
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Results

Threat Indicators

The first step of the methodology was to collect and score indicators for each threat and

state. Table 3 lists all the indicators used to evaluate each threat and how grades were assigned.

Grades ranged from 0 to 3. All sources that determined the answers to each indicator for each

threat and state can be found in Appendix C.

Election Officials Refusing to Certify

Table 1a. Indicators to Evaluate State Preparedness for Election Olfficials Refusing to Certify

Indicators

Threat Grade Rubric

1. Can the state implement a writ of
mandamus to compel an official to
certify an election?

2. Can the state enforce a writ of
mandamus?

3. Does the state have an equivalent of
FRCP 70 in state law?

4. Does the state have a specific law that
gives state officials the ability to
directly intervene and complete the
certification process?

3: The state can implement a writ of
mandamus to compel an official to complete
their certification duty, has an equivalent of
FRCP 70 in state law, and has a law/statute
that gives state officials the ability to directly
intervene and complete the certification
process.

2: The state can implement a writ of
mandamus to compel an official to complete
its certification duty and has an equivalent of
FRCP 70 in state law.

1: The state can implement a writ of
mandamus to compel an official to complete
its certification duty and has some mechanism
for enforcing the writ of mandamus that is not
a direct implementation of FRCP 70 in state
law.

0: The state cannot implement and/or enforce
a writ of mandamus.
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For election officials refusing to certify, there are a few clear actions that a state can take,
as outlined by the Brennan Center for Justice. Their report on guardrails to election certification
processes outlined that states can issue writs of mandamus to specifically compel election
officials to certify election results, and some states even have laws that explicitly allow state
officials to complete certification if a local official refuses. The report also mentioned that many
states have a state equivalent of Rule 70 of the Federal Rules of Civil Procedure, which compels
officials to comply with a writ of mandamus. If they don’t have this rule implemented on the
state level, courts also can direct other officials to certify results.'* However, Rule 70 is the most
effective way to enforce a writ of mandamus, and states who do have this law are better
protected against the threat of an official refusing to certify.'* Based on the Brennan Center’s
report, a state is also more equipped to counter this threat if they have an explicit law that allows
state officials to complete certification if there’s an issue. These conclusions made the grading
relatively intuitive as each state’s grade was based on their readiness to face the threat of election

officials refusing to certify results.
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Table 1b. Indicators to Evaluate State Preparedness for Voter Intimidation

Indicators

Threat Grade Rubric

1. Does the state have its own version of
the Voting Rights Act?

2. Does the state have legislation that
makes voter intimidation illegal at
polling places?

3. Does the state have legislation that
makes voter intimidation illegal at
drop off sites/ballot boxes?

4. Does the state have a rule against
having weapons at the polling place?

5. Does the state have restrictions on
who can be in the polling place at a
time?

6. Does the state have some kind of
security or check for poll watchers that
prohibits them from interfering with
voters? Do they have a code of
conduct?

7. Does the state have explicit
restrictions on electioneering outside
the polling place that interferes with
voters?

Each state was awarded a score from 0 to 3
for each indicator. If the state had the
indicator, it received a score of 3 for it. If it
didn’t, it received a 0. For some indicators,
some partial credit was given (see Appendix
A for full scoring results). Indicators were
treated equally in all cases. The average score
across all indicators was calculated for each
state and rounded to the nearest whole
number. This value became the grade

Indicators for voter intimidation were compiled and evaluated using the Law

Enforcement Quick Reference Guides from the Committee for Safe and Secure Elections,

databases from the National Conference of State Legislatures, and information on protecting

voters from intimidation from the Campaign Legal Center.'#¢-147:148:199.150 Thege sources compiled

146 Law Enforcement Quick Reference Guides, Committee for Safe and Secure Elections
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existing state laws that aim to prevent voter intimidation. Indicators were all weighed equally

and ranged from 0 to 3. Partial credit was awarded in certain cases for four out of the seven

indicators if a state had some aspect of the indicator but not enough to mark it as a 3. Each state

received an average score based on its indicator scores, which were then rounded to the nearest

whole number. I chose to round the average scores because these indicators were scored with my

subjective judgement and rounding allowed me to assign grades while avoiding false precision.

This rounded value became the threat grade for each state.

Election Official Intimidation

Table 1c¢. Indicators to Evaluate State Preparedness for Election Official Intimidation

Indicators

Threat Grade Rubric

1. Does the state have legislation that
makes election official intimidation
illegal at polling places and online/in
personal settings?

2. Does the state count poll workers as
protected election workers?

3. Does the state have a rule against
having weapons at the polling place?

4. Does the state allow election workers
to keep their personal information,
including addresses, confidential?

5. Does the state have some kind of
security or check for poll watchers that
prohibits them from interfering with
election officials? Code of conduct?

6. Does the state criminalize doxxing
election officials’ personal information
online?

Each state was awarded a score from 0 to 3
for each indicator. If the state had the
indicator, it received a score of 3 for it. If it
didn’t, it received a 0. For some indicators,
some partial credit was given (see Appendix
B for full scoring results). Indicators were
treated equally in all cases. The average score
across all indicators was calculated for each
state and rounded to the nearest whole
number. This value became the grade.

For election official intimidation, indicators were collected and scored using the Law

Enforcement Quick Reference Guides from the Committee for Safe and Secure Elections and
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databases from the National Conference of State Legislatures.'s"'**!%3 These sources compiled
existing state laws that aim to prevent election official intimidation. Indicators were all weighed
equally and ranged from 0 to 3. Partial credit was awarded in certain cases for four out of the six
indicators if a state had some aspect of the indicator but not enough to mark it as a 3. Each state
received an average score based on its indicator scores, which were then rounded to the nearest
whole number. I chose to round the average scores because these indicators were scored with my
subjective judgement and rounding allowed me to assign grades while avoiding false precision.
This rounded value became the threat grade for each state.

Disinformation (Category 1)

Table 1d. Indicators to Evaluate State Preparedness for Disinformation (Category 1)

Indicators Threat Grade Rubric
1. Does the state have a law regulating 3: Both indicators are met & Al law applies to
the use of Al-generated, misleading general election information, not just a law
content about elections? against deepfakes.
2. Does the state have a general law 2: Both indicators are met and Al law Only

prohibiting giving voters any kind of | applies to deepfakes.
false information about how elections
are run? 1: Only one indicator is met.

0: Zero indicators are met.

Disinformation (Category 1) was simpler than some of the other threats because there
were only two indicators. The Brennan Center, the Movement Advancement Project, and Public

Citizen were helpful in tracking legislation on Al laws and laws about false election

81 Law Enforcement Quick Reference Guides, Committee for Safe and Secure Elections
152 Poll Watchers and Challengers, 2024
133 State Laws Providing Protection for Election Officials and Staff, 2024
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administration.'**'3>15 All sources and legislation were double-checked to ensure that the
information was accurate and up-to-date. A 3 was awarded to states that had both indicators met
and Al laws which did not just apply to deepfakes. Other grades were assigned based on which
components of the criteria a state was missing.

Foreign Interference

Table 1e. Indicators to Evaluate State Preparedness for Foreign Interference

Indicators Threat Grade Rubric

1. Does the state have a law regulating 3: All indicators are met.
the use of Al/deepfakes?

2: Three out of the four indicators are met.

2. Does the state have laws prohibiting ..
tampering with its voter registration 1: Two out of the four indicators are met.

system?

0: Zero to one of the four indicators are met.

3. Does the state prohibit spending by
foreign-influenced corporations?

4. Does the state prohibit foreign
spending on state and local ballot
measures?

Foreign interference indicators were collected using the Brennan Center, Public Citizen,
and the Campaign Legal Center.'””'**!* The grading scale was simply based on how many of the

four indicators each threat met.
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Cybersecurity Concerns/Hacking

Table 1f. Indicators to Evaluate State Preparedness for Cybersecurity Concerns/Hacking

Indicators Threat Grade Rubric

1. Does the state have laws against 3: All indicators are met.
tampering with voting machines?

2. Does the state have laws against 2: Three out of the four indicators are met.
tampering with voter registration

databases? o
1: Two out of the four indicators are met.

3. Does the state have a voting system

where a majority of its districts use
paper ballots with BMDs/DREs with
VVPAT?

0: Zero to one of the four indicators are met.

4. Does the state have zero jurisdictions
that are using equipment that is over a
decade old?

The grading scale used for foreign interference was the same one used for cybersecurity
concerns and hacking. The information for those indicators came from information about state
laws on government websites, Verified Voting, and the Brennan Center.'*'®! The grading scale

for this threat was also based on the number of indicators that each state met.

160 Election Day Equipment — November 2024, Verified Voting
161 Edlin et al., 2024
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Using these indicators and grading metrics, the threat scores were calculated for each

threat and state. They can be viewed in Table 2.

Table 2. Threat Grades with Unweighted Indicators

State Election | Voter Election Official | Disinformation | Foreign Cybersecurity
Officials | Intimidation | Intimidation Category 1 Interference | threats / Hacking
Refusing
to Certify
TN 2 2 1 1 0 1
TX 1 2 1 2 1 1
\\A% 2 1 1 0 0 2
MT 2 2 1 1 0 2
MN 2 3 2 2 2 2
CA 1 2 2 3 2 3
MD 1 2 2 1 1 3
VT 2 2 1 0 0 1
WI 1 2 1 1 1 2
AZ 2 2 2 1 1 2
NC 3 2 1 0 0 1
PA 1 2 1 1 0 3
Average 1.67 2 1.33 1.08 0.67 1.92
Threat Grade
Per Threat
K-Means

results to group states into clusters with similar levels of preparedness. Using k = 4 (four

After the grades were scored for each indicator and state, I ran K-Means clustering on the
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outputted clusters), I ran K-Means clustering a thousand times. I ran the procedure multiple times
because K-Means can output completely different results each time it runs, so [ wanted to ensure
that each state was assigned to its most consistent cluster. Each time the algorithm ran, it placed
each state into a cluster, and then the clusters were ranked by the average position of their
cluster’s center. The logic behind this is that clusters of states with stronger threat grades will
also have higher centroid values. Each time K-Means ran, it also saved a complete list of cluster
ranks for each state. Once K-Means finished running a thousand times, each state’s mode rank
was saved as their overall ranking. This means that a state’s cluster was based on the ranking
they received most often after all of the K-Means trials. Figure 1 highlights the results of this
methodology.

Figure 1. Mode Ranked Clusters for Each State Using Unweighted Indicators and K-Means

Clusters
Not in Sample
Cluster 1 (Best)
Cluster 2
® Cluster3
® Cluster 4 (Worst)
[
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Weighting the Indicators

After running this initial K-Means test, I introduced another procedure that I believed
would result in more valid results. In the first attempt with this methodology, I gave equal weight
to all indicators within each threat. However, I came to believe that this decision was flawed
because certain indicators should be more influential on an overall threat grade, so they should
not all be considered equal. After looking over my indicators for each threat, I decided to change
the indicator weights for three threats: voter intimidation, election official intimidation, and
cybersecurity concerns. Voter intimidation and election official intimidation had many indicators
to consider, and some of them appeared to be much more impactful in preventing the threat than
others. For cybersecurity concerns, one indicator stood out to me as being necessary for a state to
have to have a grade of 2 or higher. So, I recalculated the threat grades for these threats and
re-ran the K-Means clustering procedure.

Table 3a. Using Weighted Indicators to Evaluate State Preparedness for Voter Intimidation

State Unweighted Indicators Weighted Indicators Grade
Grade
TN 2 2
TX 2 2
WV 1 2
MT 2 2
MN 3 3
CA 2 2
MD 2 2
VT 2 2
WI 2 1
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AZ 2 3
NC 2 2
PA 2 2

In the unweighted version of voter intimidation, each indicator was scored from 0 to 3,
the indicators were averaged, and that score was rounded to the nearest whole number for each
state. These values can be seen in the second column of Table 3a. In the weighted indicator
version of this analysis, I counted certain indicators twice. The indicators that I weighed more
were: 1.) whether the state had specific anti-voter intimidation legislation, 2.) whether the state
banned weapons at their polling places, and 3.) whether the state had restrictions on who could
be at the polling place. I chose these indicators because I reasoned that they would be the most
helpful in protecting voters at polling places since these indicators represent legislation that most
directly minimizes the potential physical harm that can be inflicted on voters trying to cast their
ballots. When I calculated the average score across all indicators, I simply counted the scores for
these columns twice and continued with the same procedure used in the unweighted version. The
new scores can be found in the third column of Table 3a. Only three scores changed from the
unweighted version to the weighted version. West Virginia and Arizona scored higher, and

Wisconsin scored lower.
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Table 3b. Using Weighted Indicators to Evaluate State Preparedness for Election Official

Intimidation
State Unweighted Indicators Weighted Indicators Grade
Grade

TN 1 1
TX 1 1
\\A% 1 1
MT 1 1
MN 2 2
CA 2 2
MD 2 2
VT 1 1
WI 1 1
AZ 2 2
NC 1 1
PA 1 1

In the unweighted version of election official intimidation, each indicator was scored

from 0 to 3, the indicators were averaged, and that score was rounded to the nearest whole

number for each state. These values can be seen in the second column of Table 3b. In the

weighted indicator version of this analysis, I counted certain indicators twice. The indicators I

weighed more were: 1.) whether the state had an explicit ban on election official intimidation

that applied to polling places and in public/online settings, 2.) whether the state banned weapons

at their polling places, and 3.) whether the state allowed election workers to keep their

information confidential. I chose these indicators because they most directly minimized the
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chances of election officials being harmed at polling places or in their day-to-day lives. When I
calculated the average score across all indicators, I simply counted the scores for these columns
twice and continued with the same procedure used in the unweighted version. The scores can be
found in the third column of Table 3b. None of the scores changed from the unweighted
procedure to the weighted procedure.

Table 3c. Weighted Indicators and Grading Criteria for Cybersecurity Concerns/Hacking

Indicators Grading Scale
1. Does the state have laws against 3: All indicators are met.
tampering with voting machines?
2. Does the state have laws against 2: Indicator three is met, and two other
tampering with voter registration indicators are met.
databases? _
3. Does the state have a voting system 1: Indicators three and/or four are met, and at
where a majority of its districts use least one other indicator is met.
paper ballots with BMDs/DREs with .
VVPAT? 0: Zero to one indicators are met.
4. Does the state have zero jurisdictions
that are using equipment that is over a
decade old?
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Table 3d. Using Weighted Indicators to Evaluate State Preparedness for Cybersecurity

Concerns/Hacking
State Unweighted Indicators Weighted Indicators Grade
Grade

TN 1 0
TX 1 0
\\AY% 2 1
MT 2 2
MN 2 2
CA 3 3
MD 3 3
VT 1 1
WI 2 2
AZ 2 2
NC 1 1
PA 3 3

The weighted indicators version for cybersecurity concerns/hacking was different from

the other weighted versions. Since I had fewer indicators, the process of weighing was much

simpler. My four indicators for this threat were: 1.) whether the state had laws against tampering

with voting machines; 2.) whether the state had laws against tampering with voter registration

databases; 3.) whether the state had a voting system where a majority of its districts used paper

ballots with BMDs/DREs with VVPAT; and 4.) whether the state had zero jurisdictions that were

using equipment that is more than a decade old. After carefully considering all of those

indicators, I reasoned that the third and fourth indicators were the most important because of the

relative vulnerability of voting machines, and that the third was arguably the most impactful way
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to protect voter machines because it would offer a way to verify election results through paper
trails. The newly weighted grading mechanism based on this can be seen in Table 3c, and the
scores can be found in the third column of Table 3d. Three scores changed between the
unweighted indicators version and the weighted indicators version, and all the scores that
changed were for Republican states. These states’ grades went down, indicating that their
preparedness to handle cybersecurity concerns and hacking declined when protections for voting
machines were considered the most important.

K-Means with Weighted Indicators

Table 4. Threat Grades with Weighted Indicators

State | Election Officials | Voter Election Disinfo Foreign Cybersecurity
Refusing to Intimidation Official Category | Interference | threats /
Certify Intimidation 1 Hacking

TN 2 2 1 1 0 0
TX 1 2 1 2 1 0
WV 2 2 1 0 0 1
MT 2 2 1 1 0 2
MN 2 3 2 2 2 2
CA 1 2 2 3 2 3
MD 1 2 2 1 1 3
VT 2 2 1 0 0 1
WI 1 1 1 1 1 2
AZ 2 3 2 1 1 2
NC 3 2 1 0 0 1
PA 1 2 1 1 0 3
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The threat grades based on weighted indicators can be found in Table 4. These values
were then used to run K-Means clustering with k = 4. The procedure for K-Means was the same
as the unweighted indicators version, and the results are shown in Figure 2.

Figure 2. Mode Ranked Clusters for Each State Using Weighted Indicators and K-Means

Clusters
Not in Sample
Cluster 1 (Best)
Cluster 2
® Cluster3

@® Cluster 4 (Worst)
o
L
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Discussion

General Clustering Results and Key Takeaways

The two different sets of K-Means clustering results were generally similar, though three
states switched groups. This can be seen in Table 5 and Figure 3. Tennessee, Montana, and
Arizona all placed into higher clusters compared to the initial ranking, and Montana was able to
move up two cluster ranks. Every other state received the same cluster ranking, and no state
moved down in their cluster ranking. These results show that when I weighed certain indicators
more for voter intimidation, election official intimidation, and cybersecurity threats, Tennessee,
Montana, and Arizona had stronger performances because they scored well on at least some of
those indicators. Overall, the clusters stayed very similar and weighing certain indicators more
improved some states’ overall preparedness cluster.

Table 5: Preparedness Clusters and Average Threat Grades for Each State

State Mode K-Means | Mode K-Means | Average Threat | Average Threat
Cluster Cluster Score Score
(Unweighted (Weighted (Unweighted (Weighted
Indicators) Indicators) Indicators) Indicators)

TN Cluster 4 Cluster 3 1.17 1
TX Cluster 3 Cluster 3 1.33 1.17
\VAY% Cluster 4 Cluster 4 1 1
MT Cluster 4 Cluster 2 1.33 1.33
MN Cluster 1 Cluster 1 2.17 2.17
CA Cluster 1 Cluster 1 2.17 2.17
MD Cluster 2 Cluster 2 1.67 1.67
VT Cluster 4 Cluster 4 1 1
WI Cluster 2 Cluster 2 1.33 1.17




AZ Cluster 2 Cluster 1 1.67 1.83
NC Cluster 4 Cluster 4 1.17 1.17
PA Cluster 2 Cluster 2 1.33 1.33

Table 6: Differences in Average Threat Grades for Threats Whose Indicators Were Weighed

Threat Average Threat Grade Average Threat Grade

Across All U.S. States Across All U.S. States

(Unweighted Indicators) (Weighted Indicators)
Voter Intimidation 2 2.08
Election Official 1.33 1.33

Intimidation
Cybersecurity 1.92 1.67
concerns/Hacking

Figure 3. Figures I and 2 Placed Together for Comparison (Figure 1 on the top)

The three states that are considered the most prepared by this measure are Minnesota,

Arizona, and California. Minnesota and California were placed in Cluster 1 in both renditions of
the K-Means clustering, indicating that these two are the most prepared out of the 12 states in the
sample. Arizona was in Cluster 2 initially and moved into Cluster 1 after the weighting, so it

appears to be slightly less prepared than Minnesota and California but overall is still comparable
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to those states. It likely was boosted to Cluster 1 after receiving a higher score for voter
intimidation in the weighted version. All three of these states did very well and should be
considered the most prepared states in the sample.

The states that were consistently in the middle for preparedness were Wisconsin,
Pennsylvania, Maryland, Montana, Texas, and Tennessee. These states were grouped in either
Cluster 2 or 3 for both K-Means procedures (with Montana as an exception), indicating these
states did not score high enough to be considered in the top cluster for preparedness but they
performed better than the states at the bottom. Wisconsin, Pennsylvania, and Maryland were in
Cluster 2 both times, and Texas was in Cluster 3 both times. Tennessee was able to move into
Cluster 3 in the weighted version after being in Cluster 4 initially.

Montana is an interesting case because it was able to move up two cluster ranks from
Cluster 4 to Cluster 2. This was initially puzzling because Montana’s threat grades did not
change at all from the unweighted version to the weighted version. Furthermore, when
Pennsylvania and Montana are compared, they have the same average threat grade both times
(1.33), yet Pennsylvania was consistently in Cluster 2 and Montana was in Cluster 4 for the first
round. However, after looking at the average threat scores per state in Table 5 and the average
scores for each threat across all states in Table 6, there is a plausible explanation for this
phenomenon. It is important to remember that this is a comparative analysis, so even though
Montana’s threat grades did not change, its clustering would be affected by other states’ grades
changing. The simplest explanation for why Montana’s cluster rank changed so significantly is
that it was boosted by having a grade of 2 for cybersecurity preparedness both times. In Table §,
it can be observed that the average threat grade across all states for cybersecurity

concerns/hacking dropped significantly from unweighted to weighted indicators. This means that
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states generally did not score as well when the indicators were weighted, and this means that
Montana earning a higher score would be a boost for its overall cluster rating. This is likely why
Montana was able to move up two cluster ranks. Since Pennsylvania scored a 3 for this threat
both times, this likely kept it out of Cluster 4 for the initial clustering and provides a reason why
it did not experience the same “jump” that Montana did. Overall, states scored lower across all
threats in the weighted version compared to the unweighted version, and this may be why
Arizona and Tennessee experienced smaller boosts to their preparedness cluster as well. If a state
has a higher score compared to most other states for one of the threats with weighted indicators,
then that is a significant advantage in K-Means clustering.

The remaining states were in the bottom cluster for preparedness for both sets of
K-Means results, and these states were North Carolina, West Virginia, and Vermont. In
comparison to the other states, these states were not as prepared and did not score as well in the
threat grades. Based on the clusters and the average threat grades per state in Table 7, the final
preparedness ranking of the states is as follows:

Minnesota and California
Arizona
Maryland
Pennsylvania
Wisconsin
Montana
Texas
Tennessee
North Carolina
. West Virginia and Vermont

XN AW =

—_
=)

The clear pattern that emerges from the K-Means is that Democratic-leaning states and
swing states are more prepared than Republican-leaning states to face intentional threats to

election administration. The top six most prepared states in the sample were all
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Democratic-leaning or swing states, and all four of the Republican states were in the bottom half
of the ranked states. These results demonstrate a partisan trend in what kinds of states are the
most prepared and the ones that are the least prepared. Democratic-leaning states were the most
prepared out of all the other partisan groups. Both states in the top ranking for preparedness were
Democratic-leaning, and overall they had the best average ranking (3.75) compared to swing
states (5) and Republican-leaning states (7.75). Swing states performed relatively well, which
was generally expected. Since swing states have more contentious elections, they likely have to
handle more occurrences of these threats and therefore have a stronger infrastructure in place to
handle them. Republican states had the weakest performance in this measure, indicating that they
have fewer measures in place to prepare them for election administration threats compared to the

other groups of states.
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Limitations and Future Work

One key limitation of this study was that I simply did not have the time to collect data on
all 50 states in the time frame I had to write this senior thesis. While a 12-state sample was
enough to see a partisan pattern in the results, it is difficult to assess whether this trend extends to
all of the U.S. In the future, I would like to revisit this study and collect data on all 50 states to
see if | observe the same pattern and how the results change.

Another limitation of this work is that there are some threats where a state cannot fully
protect itself. I mentioned this before in the methodology section as justification for leaving out
two of the threats that were discussed in the literature review: candidates refusing to concede and
disinformation (category 2). It was also the reason why this analysis was comparative and
focused on how states scored compared to each other, rather than assessing states based on how
prepared they would be to stop these threats in a perfect world. These threats that are difficult to
police have one thing in common: the Internet. States do not have a lot of control over what is
said and done in online spaces, and this is increasingly becoming an issue for election
administration as trust in elections dwindles and disinformation runs rampant. Americans have
the ability to refuse to concede an election and spread false information online, and there is not
much a state can do to stop that. Foreign countries are also capable of doing this, which is an
aspect of foreign interference that a state can only do so much to prevent. If states were able to
fully defend themselves against every threat and all threats could be included in the analysis,
then these final results would be much more compelling in demonstrating which states are
actually the most prepared to defend themselves and protect their election administration.

In the future, I would also like to add more indicators to each threat to cover more ways

that these threats can occur and how states can stop them. Time constraints also played a role
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here and stopped me from exploring more indicators, so I hope to revisit this project and research
other indicators that might be relevant to this analysis. It would also be nice to try out different
methodologies other than K-Means to see how different states are grouped. Finally, I would also
like to experiment with feature analysis to see which indicators and threats are the most

important to the overall preparedness score after researching all 50 states.
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Conclusion

In this study, I identified eight threats to election administration, described their scope
and past occurrences, collected indicators that were used to create threat grades to assess
preparedness, and ran K-Means clustering on a sample of 12 states to look for patterns in the
states that were the most and least prepared to handle these threats. While I had to exclude two of
my threats from my methodology and results, I still discovered a partisan pattern in my results.
My results indicate that the Republican states in my sample are generally less prepared than
Democratic and swing states. Since swing states have had more competitive elections and more
exposure to the impacts of these threats, I conclude that this is an important reason why these
states are more prepared. It is unclear why Democratic-leaning states performed the best, though
my work demonstrates that these states have invested more in protecting their systems of election
administration and generally received higher threat grades compared to other states. Future work
should explore the causal mechanisms behind this partisan phenomenon.

This work is increasingly relevant and important as the U.S. experiences significant
democratic backsliding. Elections and their administration are an important safeguard that
protects American democracy, and they are set to become even more contentious as traditional
norms of institutional forbearance and mutual toleration erode. These threats have the ability to
upend our elections and threaten the democratic principles that govern our political system.
While it may seem reassuring that swing states are generally in the best position to counter many
of these threats, it is crucial for each state to have strong protection mechanisms because they
could potentially have contested elections in the future. Every state’s electoral process must have

the necessary resources and enacted legislation to handle these potential problems that could



prevent a fair election from being carried out. It is crucial that states are able to defend

themselves against these intentional acts for the health of American elections and democracy.
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Appendix A. Voter Intimidation Indicator Scores
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Indicator | VRA [ Specific anti Drop off Weapons | Restrictions Poll Watcher Electioneering
VI legislation | sites/ballot at polling | on who can Behavior Outside
boxes place be at polling | Restrictions on polling place
(1 ptifthey |[(2ptif place V1 (1.5 if just
don’t exist, 2 | just (1.5 if code of about general
pt if there’s a | firearms, conduct exists campaigning)
ban on 1.5 ptif but nothing
electioneerin | just school explicit about
g but not grounds, 1 not
specific pt if just communicating
intimidation) | schools to voters)
and
firearms)

TN 0 3 1 1.5 3 3 3

TX 0 3 1 3 3 3 1.5

\\A% 0 3 1 1.5 3 0 0

MT 0 3 1 1.5 0 3 3

MN 3 3 2 1.5 3 3 3

CA 3 3 3 2 0 3 3

MD 0 3 2 2 0 3 1.5

VT 0 3 2 2 0 1.5 3

WI 0 3 2 1 0 3 1.5

AZ 0 3 2 3 3 3 3

NC 0 3 1 1 0 3 3

PA 0 3 2 1.5 3 0 3




Appendix B. Election Official Intimidation Indicator
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Scores
Indicator | EOI explicit ban Poll Weapons | Election Poll Watcher Criminalizing
applicable to polling Workers = | at polling | workers Behavior doxxing
places and protected place allowed to Restrictions on
online/personal settings | election (2 pts if keep info EOI
(2 pts if only one is workers just confidential | (1.5 pts if code of
covered, 1 pt if just (1.5 pts if firearms, conduct exists but
election meetings not said 1.5 pts if nothing explicit
covered) explicitly) | just school about not
grounds, 1 interfering with
pt if just election officials)
schools
and
firearms)
TN 2 0 1.5 0 3 0
TX 1 0 3 0 3 0
A\ A% 3 1.5 1.5 0 0 0
MT 2 0 1.5 0 1.5 0
MN 3 1.5 1.5 0 1.5 3
CA 3 3 2 3 3 0
MD 3 1.5 2 0 3 0
VT 3 0 2 0 3 0
WI 0 0 1 0 3 0
AZ 2 0 3 3 3 3
NC 2 1.5 1 0 3 0
PA 3 0 1.5 0 0 0
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